
Fake pharmaceuticals and the COVID-19 pandemics

Factsheet & Consumer Safety TIPS

The counterfeit pharmaceuticals are a well known phenomenon,
which seriously threats the public health.

The World Health Organization estimated that  about 8% of the
medicines available worldwide are counterfeit. These statistics
are very troubling.

This kind of products fall under three very broad headings:
-  products  which  contain  the  active  ingredients they  are

expected to, but have either incorrect dosages or have expired
or have been re-labeled (risk of triggering allergic reactions or
simply be ineffectual in treating the problems for which they
were intended; risk of causing antimicrobial resistance)

- products  with  no  active  ingredients (risk  of  preventing
patients  from  receiving  the  proper  medical  treatment,  with
possible dramatic consequences) 

- products containing the wrong ingredients:  other medicines
or  toxic  substances,  low  quality  or  adulterated,  expired,
contaminated substances (risk of direct health damages).

One of the dangerous consequences of fake antibiotics is the risk
to  increase  microbial  resistance,  thus  challenging  not  only  the
individual consumers but the global public health. 

Fake medicines are increasingly sophisticated, with a packaging
and medication appearance really similar to the original ones, so
that it’s becoming even more difficult for consumers to identify
them.  The  only  prevention  strategy  is  to  trust  only  registered
retailers  and  institutional  information sources,  but  also  not  to



believe  to  online  rumors  about  unproven  or  unapproved
medicines to cure diseases. 

Since  the  COVID-19  crisis  started  ,  health  authorities  are
particularly concerned that products that claim to cure, treat or
prevent COVID-19 may cause consumers to give up precautions,
or  delay  or  stop  appropriate  medical  treatment,  leading  to
serious and life-threatening harm. Among the public,  there are
increasing fears about contracting the virus and about possible
medicine  shortages,  thus  people  are  led  to  look  for  products
helping   to  treat  and  protect  themselves.  These  are  ideal
conditions for criminals to sale falsified treatments and vaccines
with a false promise of protection.

The Interpol and the national law enforcement bodies are hugely
committed to combat such a cross-border traffic in counterfeit
pharmaceuticals:  many police  operations are being carried out
and  new  websites  involved  in  this  criminal  activity  are  being
discovered weekly. It’s very important that people report adverse
events  or  quality  problems  experienced  with  pharmaceutical
products  purchased  from  non-registered  sellers  and  dubious
online shops or social media profiles. 

The EMA and the national health authorities at EU level adopted
a common logo with traceability system that allows consumers
identifying  the  authorised  online  pharmacies:  all  registered
vendors have to display the logo and by simply clicking on it, the
consumer can verify that the shop is actually in the official list of
the national health authority. 

There is a certain share of consumers who prefer unauthorised
online shops or social media vendors because of low price and



privacy reasons: also the dark net is used to reach drug providers
anonymously. These marketplaces are high risky ones. Awareness
raising on the danger seems to be the strategic approach in this
case. 

Consumer Safety TIPS

- Fake  pharmaceuticals  can  cause  serious  harms  to  your
health, either because they contain harmful ingredients, or
because they cannot cure the disease they are intended to,
or because they give a false promise of protection . 

- The organised crime is very active in marketing fake medical
devices,  medicines,  diagnosis  products:  criminals  are
attracted by the low risk, high income online opportunities

- Only  registered  online  pharmacies  are  authorised  to  sell
online: they are regularly subject to controls and guarantee
that products are from the legal production and distribution
chain

- Absolutely  avoid  dubious  sellers,  the  dark  net  and  other
unofficial  providers:  you actually  don’t  know what sort  of
drug you’re going to consume and run a serious risk. There is
no  money  saving  or  privacy  reason  that  is  worth  the
potential hazard. 

- As regards diseases and cures, only trust official information
sources, health authorities, institutions, well known research
centres, supported by the scientific community. Beware of
fake  news,  rumors  of  potential  cure  on  the  Internet  and
social media deceptive campaigning. 



- There  are  no  self-medication  products  for  preventing  or
treating COVID-19 infection. Always apply the official health
care system. 


